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Device Platform Intelligence
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SOLUTIONS ~ GENIAN NAC ~ RESQURCES ~ COMPANY ~ Q IAL & BU

Cisco Catalyst 2960X-24TS-LL Switch

Platform Information
Search Engine

End of Sales

End of Support
Wired Connection
Wireless Connection
Fingerprinting Source

Added at

Manufacturer Name

THY S MI=AL FHAH H

(CVE No/Severlty/Descrlptlon)

Manufacturer's Common Vulnerabilities and Exposures (CVE)

Cisco Catalyst 2960X-24T< ...,

041182019
http:/iwww.router-switch.com/ws-c2960x-
Search on Google

CVE-2019-1840
Yes (2015-11-06) more info 0411812019
Planned (2020-11-30) more info

Yes

NIC VENDOR | sNmP OID |

Aug 20, 2014

Cisco Systems Inc.

Severity v3.0 Severity v20 Description

Avulnerability in the Software Image Management feature of Cisco DNA Center could allow an
authenticated, remote attacker to access to internal services without additional authentication. The
vulnerability is due to insufficient validation of user-supplied input. An attacker could exploit this
vulnerability by sending arbitrary HTTP requests to internal services. An exploit could allow the attacker to
bypass any firewall or other protections to access unauthorized internal services. DNAC versions prior to
1.2.5 are affected

A vulnerability in the DHCPv6 input packet processor of Cisco Prime Network Registrar could allow an
unauthenticated, remote attacker to restart the server and cause a denial of service (DoS) condition on the
affected system. The vulnerability is due to incomplete user-supplied input validation when a custom
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